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Maxtor Black Armor

Getting Started

This User Guide is written for both Windows XP and Windows Vista users. The images reflect
the Windows XP environment, but all information is relevant for the Windows Vista
environment as well.

The Maxtor BlackArmor™ drive offers these features:

* BlackArmor security to provide the strongest hardware-based, full disk encryption
available for an external storage device*

* The BlackArmor Manager application to allow you to work with stored data on any
computer

* Backup & Restore to protect your data
* Sync to synchronize one or more folders between two or more computers

* Power management features to conserve energy when your BlackArmor drive isn’t
being used

*Government-grade AES encryption certified by the National Institute of Standards and Technology (NIST)

Preparing the BlackArmor Drive for Use

Two applications provide the features offered by your BlackArmor drive, the BlackArmor
Manager software and the Maxtor Manager software. Before you install the Maxtor Manager
software for the BlackArmor, you must use the BlackArmor Manager application to configure
and unlock your drive.

Configuring the BlackArmor Drive

To configure a BlackArmor drive,

Step 1: Connect the drive to your computer.

Preparing the BlackArmor Drive for Use 1
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The Configure window opens:
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Figure 1: Configure

Step 2: Select your BlackArmor drive from the dropdown menu.
Step 3: Enter the 25-character identification code printed on the drive label.
Step 4: Enter and confirm a drive password.
The password must contain between 6 and 32 characters.
Step 5: Click Set.

A message confirms that a password has been set successfully and offers the
option of setting a password hint:

Passweord Set

Wolr pastword hias been 2 successily
w4l s, YO Can ENing: & password hint

| Do | | Sed Password Hink ||

Figure 2: Password Set Successfully

Step 6: Click Done to close the Black Armor Manager window or Set Password Hint to
create a password hint.

Note: For information on setting a password hint, see Setting a Password Hint.
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The Unlock Drive window opens:
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Figure 3: Unlock Drive
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Step 7: Select your BlackArmor drive from the dropdown list, enter your password, and

click Unlock.

The Unlock Drive window closes and the BlackArmor autostart window opens:
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Figure 4: BlackArmor Autostart Window

Step 8: Select Install Maxtor Manager using the program provided on the device and

click OK.

Preparing the BlackArmor Drive for Use
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The Maxtor Manager installation window opens:

£3 Inatull Maxtar Manages
E3 Uiser Guides

£ Produsct Registration

Figure 5: Maxtor Manager Installation Window

You're ready to install the Maxtor Manager software.

Installing the Maxtor Manager Software

To install the Maxtor Manager software,

Step 1: In the Maxtor Manager installation window, click Install Maxtor Manager.

B3 Ireatull Mabar Manager

EJ Useer Guides

&l Praduct Registration

Figure 6: Maxtor Manager Install Window
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The Welcome window opens:
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Figure 7: Welcome

Step 2: Click Next.

Preparing the BlackArmor Drive for Use
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The License Agreement window opens:
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Figure 8: License Agreement

Step 3: Click Yes to accept the terms of the License Agreement.

The Choose Destination Location window opens:
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Figure 9: Select a Destination

Step 4: Accept the default destination folder or click Browse to select a different folder.

Preparing the BlackArmor Drive for Use



Step 5: Click Next.

Maxtor Black Armor

A Setup Status window keeps you informed as the installation proceeds:

Maxtor Manager E
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Figure 10: Setup Status

When the installation is finished, the Register window opens:
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Figure 11: Register
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Step 6: Decide whether to register now and click Next.

The InstallShield Wizard Complete window opens:

InztallShield Wizard Complete

Sistup hes finishesd irvstaling Macdor Manages on youe
compuber,

(%) [¥es, | want to restart my computer now|

() Mo, | vl sestait e coenprter babes

Reencre ang disks fom hher direes, and then click Finish bo
complels sahup,

Figure 12: InstallShield Wizard Complete

Step 7: Click Finish to restart your computer and complete the installation.

When your computer has restarted, a Maxtor Manager icon appears on your

desktop:

Preparing the BlackArmor Drive for Use
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Step 8: Double-click the Maxtor Manager icon to open the BlackArmor application:
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Figure 13: My Drives

Using the Maxtor System Tray Icon

You can use the Maxtor Manager system tray icon to check the status of your BlackArmor drive
and to access the drive features.

Step 1: To check the status of your drive, roll your mouse over the system tray icon:

.

- —
B r——!
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Figure 1: System Tray Icons

The information popup confirms the drive’s status and identifies the drive letter.

Using the Maxtor System Tray Icon 9
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The color of the system tray icon conveys this information:

Dinve comnected, Backup passed and Sync idle

] Dirive connected
Q

Blackup in peogress o1 Sync in progress

Mo drive connecied

(] z]):

Backup Faden of Sync Faled

Figure 14: System Tray Icon Information

Note: When a backup or sync has failed, the red icon continues to display until the next
successful backup or sync.

Step 2: To display the Maxtor Manager menu, click the system tray icon:

I b &wtor b anager |

Back Up Mo

Sync Mow

Edit Backup Setting
Wiew Backup Log

td awtor Encryption 4

E it

R34 @
Figure 2: System Tray Menu

Step 3: Select the feature you want to access or select Exit to close the menu (the
BlackArmor application remains open).

Table 1: Using your Mouse with the Maxtor System Tray Icon

Click the system tray icon to ¢ Launch Maxtor Manager
* Back Up Now

¢ Sync Now

* Edit Backup Settings

* View Log

¢ Open Maxtor Encryption
o Exit

Run your mouse over the icon to show |« Status Information
» Status for Multiple Events

Restoring the System Tray Icon

If you select Exit from the System Tray menu, the Maxtor icon disappears from the System
Tray. To restore the Maxtor icon to the System Tray, go to

Start > Programs > Maxtor > Maxtor Status Icon

Using the Maxtor System Tray Icon 10
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Figure 15: Restore Maxtor System Tray Icon

Using the Maxtor System Tray Icon
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Managing Your Drives

Maxtor Black Armor

The My Drives window provides a central point from which to manage your Maxtor

BlackArmor™ drives:

h HEariir Haragar

= ¥ =
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Figure 3: My Drives

The icons across the top of the Maxtor Manager window allow you to access your drive

features.

In the My Drives window,

Step 1: Select a drive.

Step 2: Click an option from the icons across the top of the Maxtor Manager window.

Note: External drives are automatically detected and listed in the My Drives window. It can take
a few seconds for the Maxtor Manager software to detect your drive. If your drive doesn’t

appear, make sure it’s properly connected and turned on.

12



Adjusting the Power Setting

Maxtor Black Armor

You can choose how long your drive should remain inactive before it goes into power-saving

mode.

To adjust the power setting,
Step 1: In the My Drives window, click Settings.

The Settings window opens:

h Wardir Maragar

- ‘ B "
Syme

Hy Drbwes Bahup &

Settings: Drive M= Blackfrmaor )

El Adpust Power Setting

K] Test bty Drive

u Chack Tar Softwars Updae

Figure 16: Settings

Step 2: Click Adjust Power Setting.

Adjusting the Power Setting
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The Adjust Power Setting window opens:

b cior banager [=n ="
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Figure 17: Adjust Power Setting

Maxtor Black Armor

Step 3: Select an interval from the dropdown menu or click Default to return to the default

Step 4:

power setting.

Click Apply to save the power setting.

Adjusting the Power Setting
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The Adjust Power Setting window confirms that the power setting for your drive
has been changed:

i vt Moo ==

= v =

Hy Drives Babup 5

Settings; Adjust Pewar Setting 'ﬁ; Blackfirmar [Hz) L

The porerer setting for your Meastor detes Fas been charged

Figure 18: Power Setting Confirmation

Step 5: Click OK to return to the My Drives window.

Testing Your Drive

Test your drive to check the health of your BlackArmor drive. The diagnostic utility performs its
tests without affecting the data on your drive.

To test your drive,

Step 1: In the My Drives window, click Settings.

Testing Your Drive 15



The Settings window opens:
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Figure 19: Settings

Step 2: Click Test My Drive.

Maxtor Black Armor

Testing Your Drive
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The Test My Drive window opens:

b Maior anager (== ~="

Hiy Db Bahup Ha ity
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Figure 20: Test Drive

Step 3: Click Test.

Testing Your Drive 17
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A progress bar indicates the progress of the test. When the test is complete, the
results are displayed:

b scior Manager

| — e

| \ [~ 4 _'l

== 't!é -
Ty

My Dhiwes Haahup

Perpent Complste: 1001%

Settings; Test My Drive % Blackfirmar {1 B
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e e T
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Figure 21: Drive Test Complete

The drive pictured above is functioning normally. If an error occurs during testing,
the serial number of the bad device is displayed with instructions to contact
Seagate for service and support:

Testing Your Drive
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Figure 22: Drive Test - Bad Drive

Step 4: Click OK and contact Seagate Support for further assistance.

Updating Your Software

The Software Update feature automatically informs you when an update is available for your

software. However, you can manually check to see if an update is available or you can turn off
the Software Update feature.

To check for software updates,

Step 1: In the My Drives window, click Settings.

Updating Your Software 19



Step 2: Click Check for Software Update.

The Settings window opens:

b tsrior Managnr
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E] Test sy s
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e
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Figure 23: Settings

Maxtor Black Armor

Updating Your Software
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The Software Update window opens:

Maxtor Black Armor
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Figure 24: Software Update

Check for update automatically is selected by default.

Step 3: To turn off Software Update, unselect Check for updates automatically.

Step 4: To check for updates now, click Check Now.

If an update is available for your software, a Software Update window allows you

to download the update:

Mivww saltwaare is available far your Blastar deiei,

Avndnbily wersioncd 02 0217
Instaled versiore 4. 020HE

Dt s wwaik Bo charwnriliosd rcve?

[es 1

iMore infe

Na

Figure 25: Software Update Available

Step 5: Click Yes to download the software update and follow the Install Wizard

instructions to install it.

Updating Your Software
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Step 6: Click OK to return to the Settings window.

Maxtor Black Armor

If your software is up to date, a Software Update window informs you of that:

& Maxtor Software Update

Your Maxtor saftware is up to date.

Tree: Balest softwnre vergon 15 4 .07 0G00

x|
—

Figure 26: Software Up to Date

Updating Your Software
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Backing Up & Restoring Folders

The Maxtor Manager Backup feature allows you to
* Schedule the backup of selected folders
* Edit backup settings
* Launch an immediate file backup
* Restore backed up files
After the initial backup, the Maxtor Manager software backs up changed files in backed up

folders on a schedule you set or right away when you click Back Up Now in the Backup
window.

Creating a Backup Plan

You can create one Backup Plan for each Maxtor drive connected to your computer. You can
select either of two Backup Plans:

* Simple Backup: Pre-configured to back up your XP My Documents/Vista Personal
Folder folder daily at 10:00 p.m.

—OR—

* Custom Backup: You select the folders to be backed up and set a backup
destination and schedule.

Using Simple Backup

Use Simple Backup to back up your XP My Documents or Vista Personal Folder folder daily
at10 p.m.

Creating a Backup Plan 23
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To use Simple Backup,

Step 1: Click the Backup icon in the Maxtor Manager window.

The Backup window opens:

[ tastir tiarage (e

Backup &. Blackfirmar {1 ﬂ

To #iar] backing ugp vour Shes, belect an optan belew

Ed Simple Bachap
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Figure 27: Backup

Step 2: In the Backup window, click Simple Backup.

A Simple Backup Confirmation window confirms that you’ve selected Simple
Backup and asks you to name this Backup Plan:

Simple Backup Confirmation

Cimple Backup has been selachead . "Wy Documend=s® will be backed up avery deng ol 10 P 1o e
salbached diive

bame this Backup Plan

Haime Bachup

| Cafecnl | Ol

Figure 28: Simple Backup Confirmation

Creating a Backup Plan
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Step 3: Enter a name for your Backup Plan and click OK.

The Backup window now allows you to edit your backup settings and restore

backed up files and describes your Backup Plan and the details of your last
backup.

h bdaceio llarager =

Backup &. Blackfrmear (1) L

Actien Plan; Home Bacig Sehedied Beciug [On 00|

EJ o Backup Settings
AN fle types, dady of 40000
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Figure 29: Simple Backup Details

Creating a Custom Backup

To select specific folders for backup and set up a backup destination and schedule,

Step 1: Click the Backup icon in the Maxtor Manager window.

Creating a Backup Plan 25



The Backup window opens:

I Maeior Manager =N =
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Figure 30: Backup

Step 2: In the Backup window, click Custom Backup.

Maxtor Black Armor

Creating a Backup Plan
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The Backup Folder Selection window opens:
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Figure 31: Backup Folder Selection

Maxtor Black Armor

Step 3: Name your Backup Plan, select the folders to be backed up, and click Next.

Creating a Backup Plan
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The Backup File Types window opens:

Backup: File Types %= BlackArmor {3

Backup Plan Bama: Custom Bacim
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Figure 32: File Types: All Types

Maxtor Black Armor

Creating a Backup Plan
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Step 4: Select the types of files you want to back up:
e All File Types
* Photos, Music, Videos, Documents

Back up any or all of these types of files:

I Hanior Manager ]

Backup: Fila Types % Blackfemor (1) @
Backip Plan Mama: Cuslon Becihug Step 2 of 3
Select the types of files you want to back up:
(2.8 e bypes EProtos, Busic,__| ChCustom
] Proctiee

S, GF NG, TFF, BMP,
r_! Wic

N, AIFF WA, LA, VLA,
[ videos

AN MO, MPEC, OT, R, WY,
] Coscvsmenin

B, WL, RTF, THT, BOF, BPT,

Cancl | Back [ bt

Figure 33: File Types: Photo, Music, Video, Documents

* Custom
Select specific file types to include or exclude for backup:
— To back up only a few of the available file types,
1.Select Include these file types.

2.Select each file type you do want to back up and click Add to move it to
the Include list.

— To back up most of the available file types,
1.Select Exclude these file types.

2.Select each file type you don’t want to back up and click Add to move it to
the Exclude list.

Note: File extensions are the last three characters of a file name that define the file type.

Creating a Backup Plan 29
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Figure 34: File Types: Custom

Step 5: Click Next.

Maxtor Black Armor

Creating a Backup Plan
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The Backup Schedule window opens:
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Figure 35: Backup Schedule

Maxtor Black Armor

Step 6: Select the days and time you want to back up your folders and click Finish.

Creating a Backup Plan
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The Backup window now offers the options of editing your backup settings and

restoring backed up files and describes your Backup Plan.
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Figure 36: Custom Backup Details

Managing Backup Settings

Use the Backup window to manage your backup settings:
* Edit your backup settings
* Restore backed up files
* Delete Backup Plans
* Turn Scheduled Backup on or off
* Back up a folder manually

* View the Backup Log

Editing Backup Settings

To edit the settings for a Backup Plan,

Step 1: Click the Backup icon in the Maxtor Manager window.

Managing Backup Settings
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The Backup window opens:
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Figure 37: Backup

Step 2: In the Backup window, click Edit Backup Settings.
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The Backup Folder Selection window displays your current Backup Plan name

and folder selection:
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Figure 38: Backup Folder Selection

Step 3: Edit the Backup Plan name and/or the folder selection and click Next.

Managing Backup Settings

34



Backup: Flle Types ¥4 Blackfmor {I:)

Eackup Plan lama; Curton Baciug
Select ihe types of files you want 1o back up:

()80 e bypes (=} Protos, Music,

[] Protoes
S, OF NG, TFF, B,
[#] s
WP, AFT WRY, R VN
[ videns
BN MO, WPEG, O, R, Wby,

[ Documents:

(ZiCustom

=

Step 2 of 3

Figure 39: File Types

Step 4: Edit the types of files to be backed up and click Next.

Maxtor Black Armor

The Backup File Types window displays your file types selection:

Managing Backup Settings
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The Backup Schedule window displays your current schedule:
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Figure 40: Backup Schedule

Step 5: Edit the days and/or time you want to back up your folders and click Finish.
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The Backup window now displays your edited Backup Plan.
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Figure 41: Backup

Deleting a Backup Plan

You can delete the Backup Plan for any BlackArmor drive on which you’'ve created one, even
if the drive is not connected to your computer.

To delete a Backup Plan,

Step 1: Click the Backup icon in the Maxtor Manager window.
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The Backup window opens:
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Figure 42: Backup

Step 2: In the Backup window, click Delete Backup Plan.
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The Delete Backup Plan window opens:
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Figure 43: Delete Backup Plan

Listed is the Backup Plan for each BlackArmor drive connected to your computer.
Step 3: Select the Backup Plan you want to delete and click Delete.
The Backup Plan is deleted.

Note: Your backed up files are NOT deleted.

Using Scheduled Backup

Use Scheduled Backup to back up changes in backed up folders on the days and time you set.
The Scheduled Backup On/Off switch enables or disables the Backup schedule.

By default, Scheduled Backup is turned on.
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Turning Off Scheduled Backup

To turn off Scheduled Backup,
* In the Backup window, click the Scheduled Backup Off button.
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Figure 44: Scheduled Backup Off

Backing Up Manually

You can back up files manually whenever you like, whether Scheduled Backup is on or off.
To launch a backup manually,
* Click Back Up Now in the lower right corner of the Backup window.
—OR—

* Select Back Up Now from the System Tray menu:

Mautar Manager

r Back Up Naw

| Sync Mow
Edit Backup Sefting
Wiew Backup Log

axtor Encyption L4

E it

«0
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A Backup Progress window informs you of the progress of the manual backup and
lets you know when the backup is complete:
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Figure 45: Manual Backup Complete

Viewing the Backup Log

The Backup Log is a text-based report of your backup history.
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To view the Backup Log,
Step 1: Click View Log in the Backup window:
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Figure 46: Backup

—OR—

Click the BlackArmor icon in your System Tray to display the BlackArmor popup
menu:

Mastor Manager

Back Up Mow
Sync Mow
Edit Backup Setting

~ Wiew Backup Log

Maxtor Encryption 4

E =it

“ @
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Figure 47: Backup Log

Restoring Files

Maxtor Black Armor

Click View Log to open a text file showing the history of your system backups:

When you back up the files stored in selected folders, the Maxtor Manager saves ten (10)

previous, or historical, versions of each revised file stored on your BlackArmor drive. You can
restore a saved historical version of a backed up file based on the date it was last modified or
you can restore the most recent version of a backed up file.

To restore files,

Step 1: Click the Backup icon in the Maxtor Manager window.

Restoring Files
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The Backup window opens:
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Figure 48: Backup

Maxtor Black Armor

Listed beneath Restore Files are the date and time of your most recent backup.

Step 2: In the Backup window, click Restore Files.

The Restore a Backup window opens:

Restoring Files
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Figure 49: Restore a Backup

Restoring an Historical Version

Maxtor Black Armor

Step 1: Click Restore historical version of backed up file to restore a previous version

of afile.

Restoring Files
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The Restore Historical Version window opens
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Figure 50: Restore Historical Version

Step 2: Select a file and file version to be restored and click Restore.
The selected file version is restored to the location noted in the Restore

Historical Version window.

Restoring the Most Recent Version

Step 1: Click Restore most recent version to restore the latest version of a file

46
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Step 2:
Step 3:

Windows Explorer displays the contents of the Maxtor Backup folder:

Maxtor Black Armor
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Figure 51: Maxtor Backup in Windows Explorer

Browse to the desired file and drag it to the location at which you want it restored.

Close Windows Explorer.

Restoring Files
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Synchronizing Folders

Sync is designed to synchronize files in one or more folders between two or more computers.
You can sync selected folders from one computer to your BlackArmor drive and then connect
the drive to another computer to complete the sync.

Note: Files cannot be synchronized between computers running XP and those running Vista.

You have these Sync options:

Simple Sync: Custom Sync:

Sync XP My Documents or Vista Personal Folder Select one or more folders to sync
Sync all file types Select file types to include or exclude
Sync automatically Select automatic or manual sync
Always overwrite older file versions Set Sync and Copy & Replace Rules

Note: Make sure all computers participating in the Sync are set to precisely the same time to
ensure that Sync works properly.

Using Simple Sync

Simple Sync is pre-configured to automatically sync all file types in your XP My Documents
or Vista Personal Folder folder. Newer file versions always overwrite older versions.

To select Simple Sync,

Step 1: Click the Sync icon in the Maxtor Manager window.
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The Sync window opens:
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Figure 52: Sync

Step 2: Click Simple Sync.

The Simple Sync Confirmation window opens:

Simple Sync Confirmation
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Figure 53: Confirm Simple Sync

Step 3: Click OK to close the confirmation window.

Your XP My Documents or Vista Personal Folder folder is now synchronized
with your drive. Connect the drive to other computers to complete the sync.
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Using Custom Sync

Custom Sync allows you to select specific folders and file types for synchronization and to
choose sync and encryption settings.

To configure Custom Sync,
Step 1: Click the Sync icon in the Maxtor Manager window.

The Sync window opens:
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Figure 54: Sync

Step 2: Click Custom Sync.
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The Folder Selection window opens:
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Figure 55: Folder Selection

Step 3: Select the folders to be synchronized.

Maxtor Black Armor

You can select as many folders as you like, but they must all reside on the same

drive (partition).
Step 4: Click Next.

Using Custom Sync
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The File Types window opens:
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Figure 56: Sync All File Types
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Step 5: Select the types of files you want to sync:

e All File Types

* Photos, Music, Videos, Documents

— You can choose to sync any or all of these:
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Figure 57: Sync File Types: Photo, Music, Video, Documents

Maxtor Black Armor
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* Custom

Select specific file types to include or exclude for sync:
— To sync only a few of the available file types,

1.Select Include these file types.

2.Select each file type you do want to sync and click Add to move it to the
Include window.

— To sync most of the available file types,
1.Select Exclude these file types.

2.Select each file type you don’t want to sync and click Add to move it to the
Exclude window.
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Figure 58: Sync File Types: Custom

Step 6: After you've selected the types of files to sync, click Next.

Using Custom Sync
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The Sync Rules window opens:
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Figure 59: Sync Rules

Step 7: Select your Sync rules:
* Sync Rules:
— Sync automatically each time a file changes
— Sync manually using the Sync Now button in the Sync window
* Copy & Replace Rules
— Always overwrite older file versions with newer versions

— Ask before overwriting a file

Step 8: After you've set your Sync rules, click Finish to return to the Sync window.

Completing the Sync

To complete the sync, you must remove your BlackArmor drive from the computer on which
the original sync occurred and connect it to another computer on which you want to sync the
selected folders. You can connect the BlackArmor drive to as many computers as you wish to
include in the sync.

The first time you connect your BlackArmor to a second computer to complete a Sync, you're
asked where to put the synchronized folders on this computer.

Completing the Sync b5



To complete the Sync,

Step 1: Safely remove the BlackArmor drive from your computer.

Step 2: Connect the BlackArmor drive to another computer.

(a) If you've synchronized folders other than XP My Documents (or Vista
Personal Folder), the Sync Folders window opens:

HSync Foldars

Figure 60: Sync Folders

Maxtor Black Armor
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(b) If you've synchronized your XP My Documents (or Vista Personal Folder),
the Sync “My Documents” (or Sync “Personal Folder”) window opens:
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Figure 61: Sync My Documents or Personal Folder
(c) If you've synchronized both XP My Documents (or Vista Personal Folder)
and other folders, both windows open.

Step 3: In each window, select the location at which to store the synchronized folders on
this computer and click OK.

From now on, the selected folders will automatically sync with the versions on
your BlackArmor drive each time you connect the drive to the computer.

Editing Sync Settings

To change any of your Sync settings,

Step 1: Click the Sync icon in the Maxtor Manager window.
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The Sync window opens:
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Figure 62: Sync

Step 2: Click Edit Sync Settings.
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The Folder Selection window displays your current folder settings:
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Figure 63: Edit Sync Folder Selection
Step 3: Add and/or remove folders from Sync and click Next.

Note: Folders removed from Sync are deleted from your BlackArmor drive.
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The File Types window displays your current file type settings:
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Figure 64: Edit Sync File Types

Step 4: Make the desired changes and click Next.

Note: If you sync a type of file and then remove that file type from your sync selections, all files of
that type previously synchronized will be removed from your drive during the next sync.

Editing Sync Settings
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The Sync Rules window displays your current settings:
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Figure 65: Edit Sync Rules

Step 5: Make the desired changes and click Finish to return to the Sync window.

Checking Sync Status

To check the status of a Sync,

Step 1: Click the Sync icon in the Maxtor Manager window.
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The Sync window opens:
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Figure 66: Sync

Step 2: Click Check Sync Status.

Maxtor Black Armor
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The Sync Status window opens:
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Figure 67: Sync Status

Listed are the names of the computers on which Sync was set up, the date of the
last Sync, and the Automatic Sync setting (On or Off).

Step 3: Click OK to return to the Sync window.

Deleting Sync Settings

To delete all your Sync settings and create a new set,

Step 1: Click the Sync icon in the Maxtor Manager window.
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The Sync window opens:

i nrir anag

| \ -
- — -l

===

Hy Db Bahup Sl

Sync 'Q: Blackfrmar (i) L

Bl womr cuarecd Syve: TtngE, v recerl SyetacE, Or Ml TG your Tolchang fce

u el Syne Settings Auporalic: Syne
[on o .

El check Syne Sistss Bufomatic CreeraTie:

On O

El oelote Sync Settings:

Saves Merey

Figure 68: Sync

Step 2: Click Delete Sync Settings.

The Delete Sync Settings Confirmation window opens:

Delete Sync Settings Confirmation

Wour #yTi Setlings will be delsted. Synchronized fokders will ot be delsbad from 1he sabersl
drivey, but thery will N langer Sync: with Yyour comgaiers

Figure 69: Delete Sync Settings Confirmation
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Step 3: Click Delete.

The original Sync window opens:
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Figure 70: Sync

Step 4: To create new Sync settings, select Simple Sync or Custom Sync.

Using Automatic Sync

The Automatic Sync feature continuously tracks file changes in synchronized folders and
automatically synchronizes revised versions. Your BlackArmor drive must be connected
during Automatic Sync.

By default, Automatic Sync is turned on. You can turn it off and control when files are
synchronized rather than synchronizing files automatically.

Using Automatic Sync
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To turn off Automatic Sync,

Step 1: Click the Sync icon in the Maxtor Manager window.

The Sync window opens:

h ariir s ==

Sync 'ﬁ Blackfrmar (1) 7]
Bl yomr Simrird Sy g, v el SycE, O miafuaaly Gy your Iokcars indre
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Figure 71: Automatic Sync

Step 2: In the Sync window, click the Automatic Sync Off button.
Step 3: To sync manually when Automatic Sync is off,

* Click Sync Now in the lower right corner of the Sync window.
— OR—

* Select Sync Now from the System Tray menu to Sync on ALL connected
drives:

M amton M amager
Back Up Mow
[0
Edit Backup Setling
View Backup Log
Mastor Enciyplion

Eit

<0
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A Sync Progress window informs you of the progress of the sync.

Syne Progress BlackArmor (1)

&, bk Tl e aban Ml

Percert Complete: 100

Figure 72: Sync Progress

Step 4: When the sync is complete, click OK to close the window.

Using Automatic Overwrite

The Automatic Overwrite feature instructs Maxtor Manager to replace old file versions with new

versions each time a sync occurs.Your BlackArmor drive must be connected to use Automatic
Overwrite.

* When Automatic Overwrite is on, older file versions are always replaced with newer
versions.

* When Automatic Overwrite is off, the Maxtor Manager displays the Sync Preview

window to allow you to decide whether to overwrite, add, or delete files on an
individual basis

By default, Automatic Overwrite is turned on.

Using Automatic Overwrite 67



Maxtor Black Armor

To turn off Automatic Overwrite,

Step 1: Click the Sync icon in the Maxtor Manager window.

The Sync window opens:

I maior Manager ="

Sync 'E; Blackfirmaor (1) L]
Bl yowr Simrend Syew hERGE, Wi racerl Sy hicE, O misfaaly fyne vour 1okdars: it
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Figure 73: Automatic Overwrite

Step 2: In the Sync window, click the Automatic Overwrite Off button.

Step 3: To sync manually and make individual decisions about which files to add,
overwrite, or delete,

* Click Sync Now in the lower right corner of the Sync window.
—OR—

* Select Sync Now from the System Tray menu to Sync on ALL connected
drives:

Mashon M anage:

Back Up Now

[ Sume ow

Edit Backup Seting
View Backup Log
Maston Enciyplion L

Eil

FT4)
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Step 4:

The Sync Preview window opens:

Maxtor Black Armor
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Figure 74: Sync Preview

Listed are the files scheduled to be overwritten.

If you do NOT want to overwrite an older file version with a newly-synchronized
version, add a file, or delete a file, uncheck the file in the On column.

Step 5: Click Sync Now to sync your files according to the settings you’ve made in the

Step 6:

Sync Preview window.

A Sync Progress window informs you of the progress of the sync.

Sync Progress BlackArmor (1)

Sy Complebe. o M e ation Meaied

Percent Complete: 100 %

“IIIHI.I.IIIHIIIIII SRNNNENENENARERAERN IIII'IIII'IHIHIIIIJ
% 1 ilr

—T—

Figure 75: Sync Progress

When the sync is complete, click OK to close the window.
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Using the Sync Preview Window

Use the Sync Preview window to manage your synchronized files:
* Add or delete files.
* Decide whether to overwrite existing file versions.
* Resolve conflicts over which version of a synchronized file to save.

If the same file is edited on different computers at the same time, a conflict occurs
over which version of the file to save. When the BlackArmor drive containing a
changed version of a file is connected to a computer containing another changed
version of the same file, the Sync Preview window opens:

Sync Proview

Syne Praview BlackAmmer (H3)

minys Tes el odders mewbes] o gymcieonioation. Linisss yoss ndcats ofrerwise, he rewer venion will peeraibs the
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[=] Mews O 22408 4

=] OO0 20:24:06 4o

B 032306 22406 4030

=] ORI 202406 13

=] OG0 20:24: 13 i

=] et e B Airaed]

=] Sttt \Documents OZA0G 22406

=] - [[m— DRLEA00 20e24:04
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Figure 76: Sync Preview

To use the Sync Preview window,

Step 1: Use the On checkbox to tell Maxtor Manager which file versions to overwrite, add,
or delete.
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Step 2: Click Sync Now to complete the sync.

A Sync Progress window informs you of the progress of the sync.

Syne Progress BlackArmor (1)

Figure 77: Sync Progress

Step 3: When the sync is complete, click OK to close the window.
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Managing BlackArmor™ Security

BlackArmor™ security uses Government-grade AES encryption technology certified by the
National Institute of Standards and Technology (NIST) to provide the strongest hardware-
based, full disk encryption available for an external storage device. Your entire drive and all
the data stored on it are protected by a drive encryption key from unauthorized access.

Unlocking the BlackArmor Drive

Your BlackArmor drive locks automatically each time you disconnect it from a computer. You
can unlock it in either the Maxtor Manager application or the BlackArmor Manager application
when your drive is connected to a computer on which the Maxtor Manager software is not
installed.

Note: For information on unlocking your drive in the BlackArmor Manager application, see Using
BlackArmor Manager.

To unlock your drive in the Maxtor Manager application,
Step 1: Click the Security icon in the Maxtor Manager window.

The Security window opens:

I.n BRTES NN — -

Swecurity q Locked L

Hher Blackhrmar Featires:

Ed uniock Drive
Ed Change Password
u Sat, Clange, e Dolete Pamawosd Hirm

u Koytranas|{TM)

Erase your i 1 yomd Sorge e D 1o

Figure 78: Security - Drive Locked
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The window idsplays Locked instead of a drive letter.

Step 2: Click Unlock Drive.

The Unlock window opens:

b sccior banager

R —
| w -

iy Dl Bazhup S

Security W Locked

Unlock:

Pagrword

To unicck the BlackArmor drives narred Locked,
sbar yiar passwind kel and chck Linkock

| fourete Fotures..] |

Figure 79: Unlock

Step 3: Enter your password and click Unlock.

Maxtor Black Armor

Unlocking the BlackArmor Drive
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The window refreshes to display the drive letter. The Unlock Drive option is now
grayed out:

L mactir varage

—

Sacurlty % BlackArmer (I

her Blackhrmaor Featires:
£d Unlock Orive
Chame Password

Ed 5ot Change, or Delete Password Hint
kd

Koy o Th)
Erase your deive i you Songet e passvwornd

Figure 80: Other Features

Changing your Password

Your password must initially be set in the BlackArmor Manager application. Once you've set a
password, you can change it in either the Maxtor Manager application or the BlackArmor
Manager application when your drive is connected to a computer on which the Maxtor

Manager software is not installed.
Note: For information on initially setting your password in the BlackArmor Manager application,
see Using BlackArmor Manager.
To change your password in the Maxtor Manager application,
Step 1: Click the Security icon in the Maxtor Manager window.
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The Security window opens:

I axior Manager (=N ==

Hy Ehives Eazhup Baiurity

Socurlty W= Blackhrmon (I

her Blackhrmar Foaatires:
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I El Change Password I
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Figure 81: Security

Step 2: Click Change Password.
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The Change Password window opens:

L Harier Manager =

Swcurity %_: Flackfrmor (1) L

Change Passward:

Current Passwond

N el 0Ll Merey Pl venirdl
Pacpecnd Strength
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Figure 82: Change Password

Step 3: Enter your current password, then enter and re-enter a new password.
Step 4: Click Set.

A message confirms that a new password has been set successfully:

Passeeord Set

Wiolr patbword hias been 2 succestiuly
H s wetgh, youn con ol fing: o pag-srvwoecd Fint

| Dore H S Passwoord Hink i

Figure 83: Password Set Successfully

Step 5: Click Done to return to the Security window or click Set Password Hint to set a
hint that will provide a reminder to your password.
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Using the Password Hint

BlackArmor not only allows you to set a hint to help you remember your password, but also
protects that password hint with a security question you must answer in order to retrieve the
password hint. You can delete or change your password hint any time.

Note: To set, change, or delete a password hint, you must enter the 25-character identification
code printed on your BlackArmor drive label:

Figure 84: Drive Label Identification Code

Opening the Set Password Hint Window

The Set Password Hint window can be opened from any of three windows:

* The Unlock Drive window:
(a) Click Hint in the Unlock Drive window.

If no password hint has been set, the Password Hint Not Set window opens.
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(b) Click Set Password Hint.

Securfy W Locked

Unlock:

Paspword Hint Mot Set

N paddwond et Fid B Sl VoU Chn S5 & DS ond henl Mdre

Mapctor

B0

Figure 85: Set Password Hint from the Unlock Drive Window

Maxtor Black Armor
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* The Change Password window:

(a) Set a new password in the Change Password window.
(b) Click Set Password Hint in the Password Set window.

ke iscior Manager =1 "=

- — —r,
| w -
_— -

Hyy Dbves Bashup S

Security * BlackArmer (5 L1

Change Passward:

Paspanrd Set

W e 8 Fuick v 6 st ully
H 'you wish, you can defing & pasTeond hint

Figure 86: Set Password Hint from the Change Password Window
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* The Other Features window:

Set

To seta

Click Set, Change, or Delete Password Hint in the Other Features window:

s aricr anagr = ="

Sacurlty ﬁ Blackfrmar (i)

her Blackhrmaor Faeatires:
£d Uniock Drive

El cChange Password

I E] Set. Change, or Delete Pasaword Hint I

Bl ®eyErase(Thy
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Figure 87: Set Password Hint from the Other Features Window

ting a Password Hint

password hint,

Step 1: Open the Set Password Hint window:

Using the Password Hint
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Figure 88: Set Password Hint

Step 2: Select a security question from the dropdown list or create a question of your own.
Step 3: Enter the answer to the security question.

Step 4: Enter a hint to help you recall your password if you forget it.

Step 5: Enter the 25-character identification code printed on the drive label.

Step 6: Click Set.

A message confirms that your password hint has been set successfully:

Password Hint Set

WL porktwiond Find bt baan gel
' ioid Con rgfrierve th binl onby by endering the answwer o b quasstion

Figure 89: Password Hint Set Successfully

Step 7: Click OK to return to the Security window.
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Changing a Password Hint

To change a password hint,

Step 1: Click the Security icon in the Maxtor Manager window.

The Security window opens:

Le Hactir arage =l

Securiry ﬁ Blackfrmar (1)

Mhei Blackhimar Faatiifes:
kd Uniock Drive

El Change Password

I EY Set. Change, oo Delets Password Hint I

bl HoyErase(Th

Erase your ditve @ you forgel e pasavond

Figure 90: Security

Step 2: Click Set, Change, or Delete Password Hint.

Maxtor Black Armor

A message informs you that a password hint has already been set and asks if you

want to delete it or overwrite it with a new password hint.

Password Hint Already Set

A password il slready exists. Do you wanl to debste 8 or oversrle | with 8 fece one?

Canceal I| Colete Il[ Creérwrida i

Figure 91: Password Hint Already Set
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Step 3: Click Overwrite.

The Set Password Hint window opens:

bi binvior visnage = |
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Figure 92: Set Password Hint

Step 4: Select a security question from the dropdown list or create a question of your own.
Step 5: Enter the answer to the security question.

Step 6: Enter a hint to help you recall your password if you forget it.

Step 7: Enter the 25-character identification code printed on the drive label.
Step 8: Click Set.

A message confirms that your password hint has been set successfully:

Passweord Hint Set

Wiolr porktwiord Find bt baan gel
Wiodd cn el the bint onby by endering the answwer bo bhe quasstion

Figure 93: Password Hint Set Successfully
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Step 9: Click OK to return to the Security window.

Deleting a Password Hint

To delete a password hint,
Step 1: Click the Security icon in the Maxtor Manager window.

The Security window opens:

b st Lo =n ="
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ikt Blackrmaor Featires:
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Figure 94: Security

Step 2: Click Set, Change, or Delete Password Hint.
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A message informs you that a password hint has already been set and asks if you
want to delete it or overwrite it with a new password hint.

Password Hint Already Set

A passwiord Fanl slresty exists Do you want bo detsle § o overaie B with o e one?

Cancel

Dt Croerwerie i

Figure 95: Password Hint Already Set

Step 3: Click Delete.

The Delete Password Hint window opens:

L mactir varage
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Figure 96: Delete Password Hint

Step 4: Enter the 25-character identification code printed on the drive label.
Step 5: Click Delete Password Hint.

Using the Password Hint
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A message confirms that your password hint has been deleted:

Password Hint Delated

Wour peEEvndrdd Pl Fes Daan delsted

Figure 97: Password Hint Deleted

Step 6: Click OK to return to the Security window.

You can set a new password hint by following the original steps at any time.

Retrieving a Password Hint

If you've forgotten your password, you can retrieve the password hint you set to help you
remember the password.

To retrieve your password hint,

Step 1: Click the Security icon in the Maxtor Manager window.
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The Security window for the locked drive opens:

Maxtor Black Armor
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Figure 98: Security - Drive Locked

Step 2: Click Unlock Drive.
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The Unlock window opens:

b Macter Manager (=N "=
By Dhives Bathup ety
Swecurity * Locked (7]
Unlock:
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arber yiur passwrd Bakiwr s ek Linksck

Password

b | o Fesmens ] [ Concel | [ bk

Maepgor

4801

Figure 99: Unlock

Step 3: Click Hint.
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The Retrieve Password Hint window opens:

s arice Manager |l
Security W= Locked L
Brtzieve Pavsword H
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Figure 100: Retrieve Password Hint

Step 4: Enter the answer to the security question you selected when you set the password
hint and click Show Hint.

The Password Hint window displays the password hint:

Password Hint

Hind: Businass5

T

Figure 101: Retrieve Password Hint

Step 5: Click Done to return to the Unlock window and enter your password.

If you still cannot remember your password after retrieving your password hint, you
must erase your BlackArmor drive in order to continue to use the drive. You can
erase your drive only in the Maxtor Manager application on your desktop.

Note: For information on erasing your BlackArmor drive, see Erasing the BlackArmor Drive.
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Erasing a BlackArmor Drive

If you've forgotten your password and cannot unlock the BlackArmor drive, the only way you
can continue to use it is to securely erase it using KeyErase™. KeyErase regenerates the
drive encryption key, during which process all it the drive has been erased.

To erase your BlackArmor drive,
Step 1: Click the Security icon in the Maxtor Manager window.

The locked Security window opens:

I ttacier aragm

Swecurity %_: Locked

Oiher Blackfrmaor Featuras:
EJ uniock trive

H Change Password

Larl, Change, ot Dolole Passwond Hird
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Eras your drve: 8 you forgs s pasnwond

Figure 102: Security - Drive Locked

Step 2: Click KeyErase™.

Erasing a BlackArmor Drive
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Step 3:

The KeyErase window opens:

Security W Locked L]

KeyErase|{TM):
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Figure 103: KeyErase 1

Read the warning information and click Next Step.

Maxtor Black Armor
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A second KeyErase window opens:
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Figure 104: KeyErase 2

Maxtor Black Armor

Step 4: Verify that the security LED is flashing on the drive you want to erase.

Step 5: Enter the 25-character identification code printed on the drive label.

Step 6:

Click Erase Drive.

Erasing a BlackArmor Drive
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When the drive has been erased (this takes only a few moments), the Configure

BlackArmor window opens:

h e i ldarugar =
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Figure 105: Configure BlackArmor

Configuring an Erased Drive

After you've erased a BlackArmor drive, you must configure the drive and set a drive
password.

To configure the drive,
Step 1: Enter the 25-character identification code printed on the drive label.
Step 2: Enter and confirm a drive password.
The password must contain between 6 and 32 characters.
Step 3: Click Set.

Erasing a BlackArmor Drive
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A message confirms that a password has been set successfully and offers the

option of setting a password hint:

Passweord Set

Wolr parsbword hias been 2 succesiily
H wioua wish, wou can defing o passwiorgd hint

| Do

S Pazgword Hink

Figure 106: Password Set Successfully

Step 4: Click Done to close the Password Set window or Set Password Hint to create a

password hint.

Note: For information on setting a password hint, see Setting a Password Hint.

The Unlock Drive window opens:

Unlock Drive

Salact o BlsckArfer drive: Mactor Bladkfatrar garial irnbser: TESAST

Enber yousr passvword snd ook "Linkck™

[ Passwoed |

1

/ Hink [other Feobares...|

&

]
|

Cance] Liricecic

Figure 107: KeyErase 2

Step 5: Enter your password and click Unlock.

Erasing a BlackArmor Drive
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The Unlock window closes. After a short wait, the Format Maxtor Drive window

opens:
CHE™
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Figure 108: Format Maxtor Drive

Note: It can take up to a full minute for the Fornat Maxtor Drive window to open.

Step 6: Click Format to reformat your drive for use.

A Format confirmation window opens. Since you’ve just erased everything on your
BlackArmor drive, you don’t have to worry about erasing data.

Figure 109: Format Maxtor Drive Confirmation

Step 7: Click Format.
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You’re informed of the progress of the format.

Flii:
Figure 110: Format Maxtor Drive Confirmation
A message confirms a successful format.
]

Figure 111: Format Completed

Maxtor Black Armor
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If the formatting fails, a message informs you that a partition could not be created.

=

Figure 112: Format Failed

Step 8: Close the Partition creation failed window.

You must use Administrative Tools to create a partition so you can continue to use
the BlackArmor drive.

Using Administrative Tools to Format an Erased
BlackArmor
If your BlackArmor drive cannot be formatted automatically using the Format Maxtor Drive

window, you must use Administrative Tools to manually create a partition so you can continue
to use the BlackArmor drive.
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To use Administrative Tools to manually create a partition,

Step 1: Go to Start > Run and open the Run window:

F;

[}.

r

'

L7

a

Seagate Applications  #
Erograms ¥
Documants 3
Zettings .
Search [
Help and Support
Shyt Down,..

Run

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Qpen: . diskmgmt,msc

(]

[ ok || concel || prowse... |

Figure 113: Run

Step 2: Type diskmgmt.msc and click OK.
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The Disk Management window opens:

Maxtor Black Armor

gm Managemant = : EE
fls  fdon  Hew Heo
B R BE
Vil | Larpoat Ty | Pile Systers | Stetus Capacty Free Space | % Fr
=P C:) Partitnr B NTFS rheallty (3. YHLAEGE HIDCE M
£ »
Enisk 0 i
Pavar I:I,'::I
27946 B 7945 GEBNTFS
Ol rpaltdy ([ Syl
0isk 1
Liriceen
4305 G 1430558
Pt Ersiskred wrle hed ==
Sl -

Figure 114: Disk Management

The BlackArmor drive (Disk 1 in the image above) is labeled Unallocated because

it's not properly formatted.

The New Partition Wizard opens automatically.

Step 3: Follow the steps in the New Partition Wizard to format your BlackArmor drive and

prepare it for use again.

Installing the Maxtor Manager Software after
Erasing the Drive

When you erase a BlackArmor drive, the software installation package that was originally used
to install the Maxtor Manager application on your computer is also erased. A copy of the
software installation package is stored in the protected section of the drive. If you need to
reinstall the software in the future, you can explore the drive while it's locked and install the
software from the Maxtor Manager folder.

To find and

Step 1:

Step 2:
Step 3:
Step 4:
Step 5:

install the Maxtor Manager software,

While the drive is still locked, open My Computer (Computer in Vista).

Find and right-click on the BlackArmor drive.
Choose the Explore option

Double-click the Maxtor Manager folder
Double-click the Launcher.exe file

This starts the installation of the Maxtor Manager software.

Step 6: Follow the steps in the installation wizard to complete the install.
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Note: For information on installing the Maxtor Manager software, see Getting Started.

Step 7:

Launch the Maxtor Manager application.

After you've configured and unlocked your BlackArmor and opened Maxtor

Maxtor Black Armor

Manager, you'll see that the My Drives window now displays the partition name

New Volume rather than BlackArmor as it did before you erased the drive:

be scier vianagar ==
My Diriweres. Bazhup S
My Dirives % Hewe Walume (1) ﬂ'
Samlact mdrivl froen the Bad beloe. Treen Solec] & feature brom the Kons stbove
Partlr(t) Wiciel Capaciy Friss Spaca
- Merer iume (L) ESackAmor 160060 145060
[ ibaceicn Sugeont. | [ veeus Mew | | ET— | r———"

Figure 115: New Volume

If you wish, you can rename the drive BlackArmor in your My Computer window

just as you would rename any other device.
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Using BlackArmor™ Manager

The BlackArmor™ Manager application allows you to connect your BlackArmor drive to any
computer and work with the files stored on the drive even if the Maxtor Manager software has
not been installed on a computer.

The BlackArmor Manager application must be used to initially configure the BlackArmor drive
and set a drive password. Once the drive has been configured and a password has been set,
you can perform all security functions using the BlackArmor Manager application that you
perform using the Maxtor Manager application except for erasing the BlackArmor drive. To
make sure that no one but you can erase your drive, that action can be performed only in the
desktop Maxtor Manager application.
You can perform these functions on the BlackArmor drive using the BlackArmor Manager:

* Configure the drive (set the drive password)

* Unlock the drive

* Change the drive password

* Set, change, or delete a password hint.

* Test the health of your drive

Configuring the BlackArmor Drive

Note: You must have administrator privileges to use the BlackArmor Manager.

The first time you connect a BlackArmor drive to your computer, you must configure the drive
and set a drive password. Unless you erase your BlackArmor drive, you will not see the
Configure window again.

To configure a BlackArmor drive,

Step 1: Connect the drive to your computer.
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The Configure window opens:

Figure 116: Configure

Maxtor Black Armor
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Step 2: Select your BlackArmor drive from the dropdown menu.

Step 3: Enter the 25-character identification code printed on the drive label.

Step 4: Enter and confirm a drive password.

Note: The password must contain between 6 and 32 characters.

Step 5: Click Set.

A message confirms that a password has been set successfully and offers the

option of setting a password hint:

Passweord Set

Wolr parsbword hias been 2 succesiily
H wioua wish, wou can defing o passwiorgd hint

Do

| | S Pazgword Hink !

Figure 117: Password Set Successfully

Step 6: Click Done to close the Password Set window or Set Password Hint to create a
password hint.
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Note: For information on setting a password hint, see Setting a Password Hint.

The Unlock Drive window opens:

Unlock Drive

Splect o BlackArmor cive. | Mactor Blackfurndr sorial nber: JES437 v}

Enbesr your pasaword snd chok "Uinkock™

[ Prszword: |
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& e |

=

Figure 118: Unlock Drive

Step 7: Select your BlackArmor drive from the dropdown list, enter your password, and
click Unlock.

The Unlock Drive window closes and the BlackArmor autostart window opens:
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Figure 119: BlackArmor Autostart Window

Step 8: Select Install Maxtor Manager using the program provided on the device and
click OK.
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The Maxtor Manager Install window opens:

EJ Inatull Maxtor Manages

EJ User Guides

Bl Product Registratian

Figure 120: BlackArmor Autostart Window

Step 9: Click Install Maxtor Manager and follow the instructions in the Install wizard to
install the Maxtor Manager software.

Note: For information about installing the Maxtor Manager software, see Getting Started.

Unlocking the BlackArmor Drive

Your BlackArmor drive locks automatically each time you disconnect it from a computer. You
can unlock it in either the Maxtor Manager application or the BlackArmor Manager application
when your drive is connected to a computer on which the Maxtor Manager software is not
installed.

Note: For information on unlocking your drive in the Maxtor Manager application, see Managing
BlackArmor Security.

To unlock your drive in the BlackArmor Manager application,

Step 1: Connect the drive to a computer
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The Unlock Drive window opens:

Unlock Drive
Salect o BlackArmer cive | Mactor Blackfurior pavial umber: JESAST v!
Brder your passwoed and chok "Unkck™

[ Przzweord: |

) |
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Figure 121: Unlock Drive

Step 2: Select your BlackArmor drive from the dropdown list, enter your password, and

click Unlock.
The Unlock Drive window closes. The BlackArmor drive is now unlocked and the

files stored on it can be accessed.

During the power change that occurs when your Maxtor drive wakes up from Sleep, Hibernate,
or Standby mode, the drive may occasionally lock itself. If this happens, you see this window:

==

Blackfrmor

Systern went through power mode changes and it caused your Blackfmmaor drive
hrched,

Please unlock the Blackfrmaor dive again to use it.

If the Unlock window does not automatically open, disconnect and reconnect your drive to
display the Unlock window so you can unlock your drive.
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Using the BlackArmor Manager Features

To use the BlackArmor Manager features, you must select the Other Features option in the
Unlock window BEFORE you unlock your drive. Once the drive is unlocked, the BlackArmor

Manager window closes and does not reappear until you have disconnected and re-connected
your drive.
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Changing your Password

Your password must initially be set in the BlackArmor Manager application. Once you've set a
password, you can change it in either the Maxtor Manager application or the BlackArmor
Manager application when your drive is connected to a computer on which the Maxtor
Manager software is not installed.

Note: For information on changing your password in the Maxtor Manager application, see
Managing BlackArmor Security.
To change your password in the BlackArmor Manager application,
Step 1: Connect the drive to a computer

The Unlock Drive window opens:

Unlock Drive

Salpct o BlackArddr dive Mo Bladkfrrioe pivial inber: PESAYT |

Enber your password and chok "Linkock™

Prszword: |

/ k. Cther Fesbuaes Cancel Uriock

Figure 122: Unlock Drive

Step 2: Click Other Features.
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The Other Features window opens:

Other Features

u tinlock i iee

El change Passwerd

B3 =61, Changs, oo Delots Pasaword Hen

El vestDive
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Hh:l
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wd [ 000 18

Figure 123: Other Features

Step 3: Click Change Password.
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The Change Password window opens:

Change Password
Erdne curtefil pattwird |
Pazmword Shengh
Enber nerer passwond [Cverywea |
Confirm rew passsont
Pactarwedrd Mt conaan bebastian B and 32 chiratles
Cancel Set
E—

Figure 124: Change Password

Step 4: Enter your current password, then enter and re-enter a new password.
Step 5: Click Set.

A message confirms that a new password has been set successfully:

Passweord Set

Wolr parsbword hias been 2 succesiily
H s wetgh, wous o ok fing: o parcssrvwgeed bind

| Do H S Pazgword Hink i

Figure 125: Password Set Successfully

Step 6: Click Done to return to the Other Features window or Set Password Hint to set
a hint that will open a reminder to your password.
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Using the Password Hint

BlackArmor not only allows you to set a hint to help you remember your password, but also
protects that password hint with a security question you must answer in order to retrieve the
password hint. You can delete or change your password hint any time.

Note: To set, change, or delete a password hint, you must enter the 25-character identification
code printed on your BlackArmor drive label:

@') Black B | pogooumand o i i
Foe WIRERIBRIT
Sasgais | 2

[

e
LLILIENRTEIAR R TR 1)
P o (v A

Figure 126: Drive Label Identification Code

Opening the Set Password Hint Window

The Set Password Hint window can be opened from any of four windows:

* The Configure window:
(a) Set a password in the Configure window.

(b) Click Set Password Hint in the Password Set window.

Configure
R — o P S W e =
Pasmword el

X passvord Fess besen Dl suacoes s tulby

e wigh, o Gt detrel & paldEwind hal
Do [Coetpassweedtin |
aner Fealires sek

& Mapgor

= .

Figure 127: Set Password Hint from the Configure Window
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* The Unlock Drive window:
(a) Click Hint in the Unlock Drive window.
If no password hint has been set, the Password Hint Not Set window opens.
(b) Click Set Password Hint.

Unlock Drive
Pazoaord Hint Mot Sel
N ik teond el Pt Desn S, VoL Can Sl & DEdeond el Marey
[ conca Set Password Het |
[ m | [terFembaes. | [ cCancel | wniock

Figure 128: Set Password Hint from the Unlock Drive Window
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* The Change Password window:
(a) Set a new password in the Change Password window.

(b) Click Set Password Hint in the Password Set window.

M

Change Password

Password Set

Yior pREAOnd RaE Been S8l SUctaisfully
H yooun wiesih, yous Can e fire & pasesword Rind

Dons | Set Pasrecond Hink

Cancel | St

Figure 129: Set Password Hint from the Change Password Window

* The Other Features window:

Click Set, Change, or Delete Password Hint in the Other Features window:

Other Features

Seripct o ERckAThIr v Miaator BlackArmor perigl rambr: 5437 ﬂ

u tniack Drive

El change Password
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o o]

Figure 130: Set Password Hint from the Other Features Window
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Setting a Password Hint

To set a password hint,

Step 1: Open the Set Password Hint window:

N Caeal Erkar sor v Graition E¥l

e

et 4

Figure 131: Set Password Hint

Step 2: Select a security question from the dropdown list or create a question of your own.
Step 3: Enter the answer to the security question.

Step 4: Enter a hint to help you recall your password if you forget it.

Step 5: Enter the 25-character identification code printed on the drive label.

Step 6: Click Set.

A message confirms that your password hint has been set successfully:

Password Hint Sel

Wour Pt Farl Rt Baan S8
Wou Cin nefrieve The hent only by enbering the: ansser to the question

i |

Figure 132: Password Hint Set Successfully

Step 7: Click OK to return to the Other Features window.
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sword Hint

To change a password hint,

Step 1: Connect the dri

ive to a computer

The Unlock Drive window opens:

Unlock Drive

St n Elsck Al

drivl | Mictor BlackAsrmer gerial fusnbser: TESAST

Enler your pasrwred and chok "Unlock™

®oe Puasword | |

Figure 133: Unlock Drive

Step 2: Click Other Features.
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The Other Features window opens:

Other Features
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Figure 134: Other Features

Step 3: Click Set, Change, or Delete Password Hint.

A message informs you that a password hint has already been set and asks if you
want to delete it or overwrite it with a new password hint.

Password Hint Already Set

A, poivEEvwided Palil alrasthy Bxidls. Db yols wainl 1o dédsls § oF drarlle | wilh & il oRd?
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Figure 135: Password Hint Already Set

Step 4: Click Overwrite.
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The Set Password Hint window opens:

L]
Set Password Hint
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Figure 136: Set Password Hint

Step 5: Select a security question from the dropdown list or create a question of your own.
Step 6: Enter the answer to the security question.

Step 7: Enter a hint to help you recall your password if you forget it.

Step 8: Enter the 25-character identification code printed on the drive label.

Step 9: Click Set.

A message confirms that your password hint has been set successfully:

Password Hint Sel

Wour Pt Farl Rt Baan S8

Wou Cin nefrieve The hent only by enbering the: ansser to the question

i |

Figure 137: Password Hint Set Successfully

Step 10: Click OK to return to the Security window.
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To delete a password hint,

Step 1: Connect the drive to a computer

The Unlock Drive window opens:

Unlock Drive

Entesr yoar pasavoed and chol "Unkock™

(®is Password

Figure 138: Unlock Drive

Step 2: Click Other Features.
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The Other Features window opens:

Other Features

Saiect n BiackArtor diive Miaator BlackArmor serial rusnber: TE5437 =
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Figure 139: Other Features

Step 3: Click Set, Change, or Delete Password Hint.

A message informs you that a password hint has already been set and asks if you
want to delete it or overwrite it with a new password hint.

Password Hint Already Set

A, pevitvword banl already axishs. Do you wanl bo delsle § or overwrlle Ewilh 8 newe ore?

Cancel | Crelete || Croswweribes i

Figure 140: Password Hint Already Set
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Step 4: Click Delete.

The Delete Password Hint window opens:

Delete Password Hint

Meapgor

e

Figure 141: Delete Password Hint

Step 5: Enter the 25-character identification code printed on the drive label.
Step 6: Click Delete Password Hint.

A message confirms that your password hint has been deleted:

Password Hint Delated

Figure 142: Password Hint Deleted

Step 7: Click OK to return to the Other Features window.

You can set a new password hint by following the original steps.
Retrieving a Password Hint

If you've forgotten your password, you can retrieve the password hint you set to help you
remember the password.
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To retrieve your password hint,

Step 1: Connect the drive to a computer

The Unlock Drive window opens:

Unlock Drive

Select a BlackArtor rive: | Mactor Blackfurior sorinl funber: 765437 :-]

Brbir your pavssword and chok "Uinkock”

(®o Prssword ||

Figure 143: Unlock Drive

Step 2: Click Hint.
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The Retrieve Password Hint window opens:

. f L
Retrieve Password Hint
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=

Figure 144: Retrieve Password Hint

Step 3: Enter the answer to the security question you selected when you set the password
hint and click Show Hint.

The Password Hint window displays the password hint:

Password Hint

[

Figure 145: Password Hint

Step 4: Click Done to return to the Unlock window and enter your password.

If you still cannot remember your password after retrieving your password hint, you
must erase your BlackArmor drive in order to continue to use the drive. You can
erase your drive only in the Maxtor Manager application.

Note: For information on erasing your BlackArmor drive, see Erasing the BlackArmor Drive.
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Testing your Drive

To test the health of your drive,
Step 1: Connect the drive to a computer

The Unlock Drive window opens:

Unlock Drive

Sabect n Biackfrher vl | Moo Blackfurmor seeisl funber: TESA3T ﬂ

Enber yoar pasavwoed and chok "Unlock™

o Pussword: | |

bt || fothes Fmetures | | Cancel | [ uniocs

Figure 146: Unlock Drive

Step 2: Click Other Features.
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The Other Features window opens:

ﬁ
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Figure 147: Other Features

Step 3: Click Test Drive.

The Test Drive window opens:

ﬁ

Test Drive

Click: “Taat™ bo Mk don yinr BlackAsmer divi o Turciioning property

Hater This les has ro ediact on the contents of your Blackirmor drive

e

wil 0 D000 14

Figure 148: Test Drive
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Step 4: Click Test.

A window informs you of the progress of the drive test.When the test is complete,
the result is displayed:

Test Drive

Clek “Tadt™ Bo ridod Sur yinr Bk A S o TufBoring propirly

Hate: This fesl has roetfect on the conents of your Backirmor drvve

Test xccasshal. Wour v i Munclioning normaly,

Figure 149: Drive Test Complete

If the drive test is not successful, contact Seagate Technical Support for
assistance.
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